NAMATKA ]
Ons OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE3OMNACHOCTM AETEM

HEJb3A4

1. Bcem nofpsii cooOmaTh CBOIO YaCTHYIO HH(MOpMAIKIO (HACTOSIIHNE UMS, (haMUITHIO, TeJie(oH,
azipec, HOMep IIKOJIbI, a TaKke GoTorpaduu CBOH, CBOCH CEMbU U JPy3eii);

2. OTKpbIBaTh BIOXKEHHBIE (DAilJIbI AJIEKTPOHHON TOYTHI, KOTIa HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuTh, NpuanpaThCs, OKa3bIBaTh AABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiicst 1eHbraMu TBOEH ceMb 0e3 pa3pelIeHus! CTapIiuX - BCErJa CIpalInBai
poauTenen;

5. He Berpeuaiics ¢ VIHTepHET-3HAKOMBIMHM B PEaJbHOM KU3HH - IIOCOBETYMCSA CO B3pOCIIBIM,
KOTOPOMY J0BEPSICILb.

OCTOPOXHO

1. He Bce numyt npaBay. Yuraems o cebe HenpaBay B MHTepHETE - co001mU 00 3TOM CBOUM
POJUTENSAM UJIH ONIEKYHaM;

2. [lpurnamaroT nepenuchiBaThCsl, UTPATh, 0OOMEHUBATHLCS - IPOBEPD, HET JIU MOJBOXA;
3. HezakoHHOe KonrpoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;
4. Becerpa paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. Ucnonb3yit HacTpoiiku 6€30aCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPSTh CBOM aKKaYHTHI B
COLICETSX U IPYruX MOpTaIaX.

MOXHO
1. VBaxail Ipyrux noJjb30BaTelIei;
2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O61maThcs 3a MOMOIIBIO B3POCIBIM - POJUTENHN, ONEKYHbl M aAMUHHUCTpAIU CaliTOB BCEr/ia
MIOMOTYT;

5. IIpoitnu o6yuenune Ha caiite "CeTeBUUOK" M MOTYUH MACTIOPT HUPPOBOTO rpak1aHnHa!

[Ipunoxenne N 2

MHPOPMALIMOHHASA NAMATKA



AnA ObYYAIOLWWUXCA ANA PASMELLEHUA
HA OPULINATIBbHBIX AHTEPHET-PECYPCAX

C Ka)/1bIM FOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJbHUKHU OJHU U3 CAMbIX
aKTUBHBIX IOJIb30BaTeneil Pynera. Mexay TeM, IOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH,
MHTEPHET HeceT U NMpo0iieMbl. DTa namsTKa JOJDKHA IOMOYb TeOe 0€30M1acHO HaXOAUThCS B CETH.

KoMnbroTepHble BUPYCbI

KomnpioTepHbslif BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX MPOTpaMM, OTIHYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBJISETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B momonHeHne K 3ToMy, BUPYCHI
MOTYT TOBPEAUTh WM TOJHOCTHIO YHUYTOXKUTh Bce Gailibl M JaHHBIE, MOJKOHTPOJIbHBIC
MOJIb30BATENI0, OT UMEHH KOTOPOT0 ObLiIa 3aIrylieHa 3apakeHHast IporpaMmma, a TakyKe OBPEIUTh WK
JakKe YHUYTOXKHUTH ONEPALMOHHYIO CUCTEMY cO BceMH (paiiamu B 11e0oM. B OosbIIMHCTBE ciy4yaeB
pacnpoCTpaHAIOTCA BUPYChI UEPE3 UHTEPHET.

MeToabl 3alUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Mcnonp3yil coBpeMeHHbIE ONEPallMOHHbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD 3alllUThI
OT BPEIOHOCHBIX IIPOIPAMM,;

2. TlocrosiHHO ycraHaBnuMBail mayTH (IUQPOBBIE 3alIaTKH, KOTOPHIE AaBTOMATHYECKU
YCTaHABJIMBAIOTCS C IIETbI0 JOPAOOTKH MPOrpaMMBbl) U Ipyriue OOHOBIICHHS CBOCH OIepaloHHOM
cucrembl. CkaunBail MX TOJBKO ¢ ounmansHOro caifra paspadorunka OC. Ecnu cymiecTByeT pexxum
aBTOMATHYECKOT0 OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha CBOEM KOMIIBIOTEPE IMO]] IIPaBaMH TI0JIb30BATENs, @ HE aIMUHUCTPATOPa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX IMPOrpaMM HMHCTAJUTMPOBATHCS HA TBOEM II€PCOHATBHOM
KOMITBIOTEPE;

4. Vcnonb3yii aHTUBHPYCHBIE MPOTPaAMMHBIE MPOIYKTHl HU3BECTHBIX MPOU3BOAUTENCH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTCPY AJIA IOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHEIIHME HOCUTENW HHGPOpMaluH, Takue Kak (iemika, JUCK Wi (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (DANIIBI, TOTYyYEHHBIE U3 HEHAJIEKHBIX HCTOUYHUKOB. [laxe Te
¢ailnbl, KOTOpbIE pHCIal TBOM 3HAKOMBIN. JIyullle yTouHU y HEro, OTHPABJIsUI JIU OH Te0e HX.

Cetn WI-FI

Wi-Fi - 510 He Bu nepeaun JaHHBIX, HE TEXHOJIOTHUS, a BCEro Ik OpeH, Mapka. Eme B 1991
rojly HHAEpJaHACKas KommaHus 3apeructpupoBana Openng "WECA", dro o6o3naudano
cnoBocouetanue "Wireless Fidelity", koTopslif mepeBoauTcs kak "0ecrpoBoiHasi TOYHOCTD'.

Jlo Haiero BpeMeHu JoluIa Apyras ab0peBuarypa, KoTopas sBIsSETCsS TaKOH K€ TeXHOJIOTHEH.
Oto abbpesuarypa "Wi-Fi". Takoe Ha3BaHMe OBUIO JAHO C HAMEKOM Ha CTaHJApPT BbICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBojie 03HauaeT "BbICOKast TOYHOCTD .



Ha, OecrulaTHBI WHTEpHET-IOCTYH B Kade, OTensX M a’pornoprax SBISAETCS OTIUYHOU
BO3MOKHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE 3KCIIEpTHI CUNTAIOT, yTo oOuienoctynuele Wi-Fi cetn
HE SIBJISIIOTCS 0€30I1aCHBIMHU.

CoBeTsl 10 6€30macHOCTH paboThI B 001IeA0CTYHHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro yimunyr0 uHGopmanmio uepe3 odmenocrynasie Wi-Fi cetu. PaGoras B
HUX, J)KEJIaTeJIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTUHBI U KAaKUe-TO HOMEpa;

2. Ucnonb3yil u OOHOBIIAM aHTUBUPYCHBIE IporpaMMbl M OpaHamayep. Tem caMbIM Tbl
obe3omnacuilb ce0s OT 3aKa4KH BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkmoun pynkmnuto "OOmmii qoctyn k aiinam u npuaTepam".
JlaHHast GYHKIUS 3aKpbITA TI0 YMOJYaHUIO, OJTHAKO HEKOTOPHIC MMOJIb30BATECII aKTHBHPYIOT €€ IS
yIno0CTBa UCIIOJIb30BaHUS B paboTe win yuebe;

4. He ucnons3yit myonuunbsiii WI-FI s nepegaun TUYHBIX TaHHBIX, HAIPUMED IS BBIXOJIA B
COLIMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonbpko 3amuiieHHoe coenunenue uepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-apeca BBou uMeHHO "https://";

6. B moOmibHOM Tenedone otkimoun Gynkuuio "llogkmouenne k Wi-Fi apromatnuecku". He
JOMyCKald aBTOMaTHYECKOTO MOKITIOYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

COIII/IEL]H)HI)IG CCTU AKTHBHO BXOJAT B HAlly KHW3Hb, MHOTHC JIFOAU pa6OTaIOT Hu KHUBYT TaM
NOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUIUIHAp]] YEIOBEK, YTO SIBJISETCS OJHOW CEAbMOM
BCeX JKUTeNeH T1aHeThl. MHOTHE TTOIL30BaTeIN HE IIOHUMAIOT, 4TO I/IH(l)OpMaIII/IH, pasMEIICHHAsA UMHU
B COLMAJIBHBIX CETSIX, MOXKET OBbITh HaiiieHa M MCIOJIb30BaHAa KEM YIOJHO, B TOM 4YHCIE He
00s13aTeNIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIC COBETHI 110 0€30ITACHOCTH B CONHUAJIbHBIX CCTAX:

1. Orpanuub crnucok Apyseil. Y Tedst B Ipy3bsiX HE JOHKHO OBITh CIydalHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3ammmiaidl cBOO 4YacTHYIO kM3Hb. He ykaswiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS M JpPYryl0 JHYHYO HHGOpMalKioo. 3J0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JlaXe
I/IH(l)OpMaU;I/IIO 0 TOM, KaK Thl 1 TBOU POAUTCIIN MJIAHUPYETC MMPOBECTU KAHUKYJIbI;

3. 3ammumiail cBOIO pemyTaluio - JepKU €€ B YHCTOTE M 3a/1aBail cebe BOMpOC: XOTeN OBl ThI,
9TOOBI JpYyrHe€ TMOJh30BAaTENN BUJCIHM, YTO Thl 3arpyxaemb? [logymail, mpexiae dYeMm dYTo-TO
OIMyOJIMKOBAaTh, HAMMKMCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE HUCHOJIb3YH CBOE PEaJIbHOE UMS U
JPYTYIO THYHYIO HH(POPMAITUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U MpoUee;

5. U36eraii pazmemienus ¢ortorpaduii B HTEpHETE, TI€ THI M300pa)kK€H HAa MECTHOCTH, TI0
KOTOPOU MOKHO ONPEAETUTH TBOE MECTOIOIOKEHUE;



6. Ilpu perucrpanuu B COIMAIBLHON CETH HEOOXOAMMO HCIIOJIb30BATh CIIOKHBIE ITApOIIH,
cocrosimue u3 OykB ¥ U(p U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. 75t colManbHOM CEeTH, IMOYTHI U IPYTUX CAUTOB HEOOXOAMMO UCIIOIB30BaTh Pa3HbIe MapOJIH.
Torna ecau Teds B31I0MarOT, TO 3JI0YMBIIIUIEHHUKH MOJIy4aT JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

ONEeKTPOHHbIE AeHbIM

DJEeKTPOHHBIE JEHBIHM - A3TO OYEeHb YHOOHBI CcHoco0 IuIaTeXed, OJHAKO CYIIECTBYIOT
MOIIECHHUKH, KOTOPbIE XOTST MOJYyYUTh ITH JCHbIH.

3JI€KTpOHHBI€ JACHBI'M IIOABHUJIIMCH COBCEM HCAABHO MW HWMCHHO MH3-3a 3TOr0O BO MHOTHUX
rocyaapcrBax A0 CHUX IIOp HE IPOIIHMCAHO IIPO HUX B 3aKOHAX.

B Poccum e oHM (QYHKIIMOHHPYIOT M O HUX YK€ IPOMHCAaHO B 3aKOHE, I/Ie X Pa3/elisioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3Hu1a B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspelaercss MPOBOAUTH omnepauuu 0e3 UACHTU(UKAIMK I0JIb30BaTeNs, a B HEAHOHHWMHBIX
UACHTU(UKAIUS TOJIH30BATENs SBISETCS 0053aTEIbHOM.

Taxxe cienyer pa3nindarh JJIEKTPOHHbIE (PUAaTHBIE I€HBIU (PaBHBI FOCY1apPCTBEHHBIM BaIIOTaM)
U 3JICKTPOHHbIE He(UaTHbIE ACHBIM (HE paBHBI TOCY1apCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 OE30IACHOM paboTe € NEKTPOHHBIMH JICHbIaMH:

1. IpuBsxku K cyery MOOWIBHBIA TenedoH. DTO camblil yHOOHBIM U OBICTPBIA CIOCOO
BOCCTAaHOBHUTH JIOCTYIN K cueTy. [IpuBs3aHHBINA TeIedOH TOMOXKET, €CITU 320y IeIIb CBOM TUIATEKHBIN
MapoJjib WU 3aielllb Ha CAiT ¢ HE3HAKOMOTO YCTPOICTBA,

2. Ucnonw3yit ogHopaszoBbie maponu. [locie mepexoa Ha yCUIIGHHYIO aBTOPHU3aIIUI0 TeOe yxe
He Oy/IeT yrpoKaTh OMACHOCTh KPa)XH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxsblil naposb. [IpectynHukam OyneT He MPOCTO yraiaTh CIOKHBIM MapoJb.
HanexHble maponu - 3TO Hapojid, KOTOpPbIE COAEp)KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE M MPOMHUCHBIE OYKBBI, IIUPPHI U HECKOJIBKO CHUMBOJIOB, TaKu€ Kak 3HaK JoJulapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK H T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILIb.
ONeKTPOHHasA no4Ta

ONEeKTpOHHAas MOYTa - 3TO TEXHOJOTUS M NPEAOCTaBIsIEMble €10 YCIYyTU IO TMEpPEChUIKE U
MOJIYYEHHUIO 3JICKTPOHHBIX COOOIIEHUH, KOTOpbIE pacHpeAesstoTCs B KOMIBbIOTEpHOH ceTh. OOBIYHO
AJIEKTPOHHBIN MMOYTOBBIN AIIUK BBITJIAIUT CIECAYIOIIUM 00pa3oM: UMs_TOJIb30BaTENA(@WUMS_TOMEHA.
Taxoke Kpome nepegadn IpoOCTOro TeKCTa, UMEETCs BO3SMOXKHOCTD IepeaBaTh (haibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ AIMEKTPOHHOU MOUTOM:

1. Hago BbIOpaTh NpaBWIIbHBIM TOYTOBBIA cepBHC. B uHTEepHETEe eCTh OTrpOMHBIN BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIyYIllIe JOBEPSTh TEM, KOTO 3Haellb U KTO MEPBBIA B
pEUTHHTE;



2. He ykas3piBaii B JMYHOM moure nUuyHyl0 wuH(popmanuio. Hampumep, mydimie BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" nam "pok2013" Bmecto "Temal3";

3. Ucnonp3yil ABYX3TalHYK0 aBTOPU3ALMIO. DTO KOIJa IOMUMO IapoJis HYKHO BBOJAMUTH KOJ,
NpUchUIaeMbIi 10 SMS;

4. BeiOepu CIIOKHBIN Mapoib. [ KaKI0ro MOYTOBOTO SIUKA TOJKEH OBITh CBOM HAJICKHBIMH,
YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecam ecTh BO3MOXKHOCTh HaIMCaTb CaMOMYy CBOM JIMYHBIM BOIPOC, HUCIOJB3YH OTYy
BO3MO>KHOCTB;

6. Mcrnonp3yii HECKOJIBKO IOYTOBBIX SIIMKOB. 11epBbIil A1 YaCTHOMN NEPENUCKU C aapecaTami,
KOTOPBIM ThI JOBEpSCIIb. DTO IEKTPOHHBIM aJpeC HE HANO MCIONb30BaTh IPU PETUCTPALUAN Ha
dopymax u caiitax;

7. He oTkpsbiBail (aiiabpl U Apyrue BIOXKEHUS B MUChbMaX, JaXKe €CIU OHU MPHILIN OT TBOUX
npyseit. Jlydie yTo4yHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Daitiibr;

8. Ilocite okoHYaHHs PabOTHI HA MIOYTOBOM CEPBHCE IEPE] 3aKPHITHEM BKJIAIKHA C CAUTOM HE
3a0yb HaXKaTh Ha "BeiidTu".

KnbepObynnuHr unu BuptyanbHoe usaeBaTtesibCTBO

KubepOymnuHar - mpeciefoBaHue COOOMICHUSMH, COIACPKAIUMH OCKOPOJICHHUS, arpeccHuio,
3alyrMBaHKe; XYJUTAaHCTBO; COIHMAJIbHOE OOMKOTHPOBAHHE C IOMOIIBIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He Opocaiics B 00it. Jlyumuit crioco0: mMOCOBETOBATHCS KakK ceOsl BECTH M, €CJIM HET TOro, K
KOMY MO>KHO OOpaTUThCA, TO BHaYalle YCIIOKOUThCs. ECiu Thl HAaUHEIs 0TBEYaTh OCKOPOICHHUSIMH Ha
OCKOPOJICHUS, TO TOJIBKO €I11e 0OJIbIIe Pa30XIKeTbh KOH(IIUKT;

2. Ynpasnsaii cBoel kubeppenyraimei;

3. AHOHUMHOCTE B CETH MHHMAs. CyIIICCTBYIOT CHOCOOBI BBISICHUTB, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XyJIUTaHCKUN 00pa3 BUPTyaJbHOH XKu3HU. IHTEpHET QUKCUPYET BCe TBOU
JEUCTBUS M COXpaHSET UX. Y AAIUTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. CoOuto1aii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuyHbli HeraTuB. OJHOPa30Bble OCKOPOUTENBHBIE COOOLICHHS IydIle
urHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcsi Ha Ha4aJIbHOM CTaauH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSMH, B COIIMABHBIX CETAX
€CTh BO3MOXXHOCTH OJIOKUPOBKH OTITPABKH COOOIIEHUN C OTIPEICTICHHBIX apeCoB;

8. Ecin TbI cBUAeTenb KuOepOymmuHra. TBou AEHCTBUS: BBHICTYNIUTH MPOTUB MpeciieoBaTes,
MOKa3aTh €My, YTO €ro JEWCTBUS OLIEHUBAIOTCS HETaTHUBHO, MOJIEPKATh JKEPTBY, KOTOPOH HY)KHA



IICUXOJOTrHYCCKas IIOMOIIb, COO6H_[I/ITB B3POCJIBIM O (baKTe arp€CCMBHOTO IMOBCACHUA B CCTU.
Mo6unbHbIN TenedoH

CoBpeMeHHbIEe cMapT(OHBI U IUIAHIIETH COAEPXKAT B ceOe BIOJIHE B3POCHbIA (YHKIHMOHAT, U
Telepb OHU MOTYT KOHKYPHPOBaTh CO CTAllMOHAPHBIMU KOMIbIOTepaMu. OJHAKO, CPENCTB 3aIUTHI
IS IOI0OHBIX YCTPOMCTB MOKa OYEHb Majio. TeCTUPOBAaHUE U MOKUCK YA3BUMOCTEH B HUX IPOUCXOAUT
HE TaKk HHTeHCUBHO, Kak a1 [1K, To e camoe kacaeTcss 1 MOOUIIbHBIX IPUIIOKEHUH.

CoBpeMeHHBIE MOOMIIbHBIE Opay3ephl Y)Ke MPAaKTUYECKU TOTHAIN HACTOJIBHBIC aHAJIOTH, OJTHAKO
pacirpenue (pyHKIHOHaIa BieyeT 3a 000 OOJBIIYIO CI0XKHOCTh U MEHBIIIYIO 3al[UIIEHHOCTD.

Janexko He Bce MPOM3BOIUTENN BBITYCKAIOT OOHOBICHHS, 3aKPHIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI ISl 0€301TaCHOCTH MOOHMITLHOTO TenedoHa:

Huuero He sBmsieTcs IMOo-HaCTOALIEMY OecIUIaTHBIM. By,Z[B OCTOPOIKCH, BCIAb KOraa TebOe
npeajararoTt OecIuIaTHEIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKUC-TO INIATHBIC YCIIYTH;

Jymaii, npexzae 4yem oTmnpaBuTb SMS, ¢poTto mnu Bumeo. Thl TOUHO 3HACIIb, TJI€ OHU OYIYT B
KOHEYHOM HUtTore?

Heo6xo011umMo 00HOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO CMApPT(OHa;
Hcronp3yit aHTUBUPYCHBIE TPOTPAMMBI TSI MOOMJIBHBIX TeNE(OHOB;

He 3arpy>1<a171 IIPUITIOKCHUSA OT HCU3BECTHOI'O HMCTOYHHKA, BCJAb OHHU MOTYT COICPIKATH
BPCAOHOCHOC NPOrpaMMHOC 06CCH6‘-IGHI/IG;

[Tocne Toro Kak ThI BHIICUIB C CaiiTa, Ie BBOAWI JHMUYHYIO HH(OPMALIUIO, 32111 B HACTPOUKHU
Opay3epa u ynanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMEPC,

JlaBail cBoii HOMep MOOWJIBHOTO TeJae(pOoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEpSIEIIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE ToJb3yemibes. He 3abbiBait mHOTHA
MIPOBEPSTH 3TO.

Online vrpsbl

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE PA3BIICUECHNUS, 00bEAMHSIONINE
COTHHU THICAY YEJOBEK MO BceMy Mupy. Urpoku uccienyioT JaHHBIM UM MUp, OOLIAIOTCS APYT C
JPYTOM, BBIIIOJIHAIOT 3a/IaHUs, CPAXKAKOTCSA C MOHCTPAMU U IOJYYarOT ONBIT. 3@ yJOBOJIBCTBUE OHU
IUIATAT: MOKYMAIOT JUCK, OTJIAYMBAaOT A00OHEMEHT WJIM MPHUOOPETAI0T KaKNe-TO OMLIUU.

Bce atu cpenctBa uayT Ha mojep)KaHUE M pa3BUTHE UTPHI, a TaKXKe Ha caMy 0e30MacHOCTb:
COBEpIICHCTBYIOTCS CUCTEMbl aBTOPU3AILIMU, BBITYCKalOTCA HOBbIE MaT4yu (UU(POBBIE 3aIlIaTKU s
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.



B HO,Z[O6HI:IX urpax CTOUT OIacaTbCsd HEC CTOJIBKO CBOUX COICPHUKOB, CKOJILKO KpPaXXu TBOCTO
IapoJjs, Ha KOTOpOM OCHOBaHa CHUCTEMA aBTOpHU3aluU OOIBIIMHCTBA Hrp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeieT ce0s MI0X0 UM co3AaeT Tede HeNPUATHOCTH, 3a0J0KUPYH €ro B
CIIUCKE UTPOKOB;

2. Ho;xanyﬁcx AAMHUHUCTpATOpaM HI'PBlI Ha INIOXO€ IIOBCACHHUEC OTOr'0 HMI'POKA, KCEIATCIHbHO
MMPUIIOKUTH KAKHUEC-TO JOKA3aTCJIIbCTBA B BUJAC CKPHUHOB,

3. He yka3siBaii tnunyro uHdopmaluio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoduIIuaNbHbIE TATYU U MOJIBL;

6. Mcnomnp3yil cliokHbIE U pa3Hble apoJy;

7. [axe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka ThI Urpaerib, TBOM KOMIBIOTEP
MOTYT 3apa3HTh.

PULLIMHT UNKn KpaXxa JIN4YHbIX AaHHbIX

OOBIYHON KpaXKel JCHEeT W JTOKYMEHTOB CETOJIHS YK€ HUKOTO HE YAHMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHIA 3JI0YMBIIIJICHHUKA TIEPEMECTUIIMCh B HHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS
"MrOOMMBIM" JETOM.

Tak mosiBIIIaCh HOBask YTpoO3a: MHTEPHET-MOLICHHINYECTBA WM (DUILUHT, TIIaBHAs I[eJIb KOTOPOTO
COCTOUT B TIOJIyY€HUH KOH(QHUACHIIMAIBHBIX JAHHBIX MOJB30BaTE]el - JIOTHHOB W mapoieil. Ha
aHrMiCcKoOM s3bike phishing untaercs kak gummHr (ot fishing - peiGHas n0Bis, password - MapoJb).

OcHOBHBIE COBETHI 110 OOPHOE € QUILTMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Thl mo03peBaelib, YTO TBOS aHKeTa Obliia B3JIOMaHa, TO
HE00X0MMO 3a0JIOKUPOBATH €€ U COOOITUTH AIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6-caflTH, B TOM HHUCJIC, MHTCPHCT-MAlra3MHOB U IIOMCKOBLIX CUCTEM;

3. Hcnone3yil cnokHble W pa3Hble mapoiu. TakuM o0pa3om, eciu TeOs B3JIOMAIOT, TO
3MIOYMBINUICHHUKY TOIYYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMadM, TO HEOOXOAMMO MPEAyNpPEeIuTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no6aBneHsl y T€Os B Jpy3bsiX, O TOM, UYTO Te€OS B3JIOMAJIM M, BO3MOXHO, OT TBOEr0 MMEHH OyneT
paccbuIaThCs CliaM M CChUIKU Ha (PUITUHTOBBIE CalThI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeiBail (aiibpl U Apyrue BIOXKEHHUS B MUChbMaX, JaXKe €CIU OHU MPHIILIN OT TBOUX
npyseit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailiibl.



LudpoBas penyrauus

[MudpoBast pemyranusi - 3TO HEraTMBHas WM IMO3WTHUBHAs HHQopManus B ceTu o Tebe.
Komnpomerupyromass uHpOpMaius, pa3sMelleHHAas B HMHTEPHETE, MOXET CEephe3HBIM 00pa3oM
OTpa3uThCsl Ha TBOEH peanbHOW >xm3HU. "[ludpoBas pemyranms" - 3TO TBOH UMUK, KOTOPBIN
bopmupyercs u3 nHpopMaiu o Tede B UHTEPHETE.

TBoe mecTo KUTCJIBCTBA, y‘le6I)I, TBOC (bl/IHaHCOBOC IIOJIOXKCHHUC, 0COOEHHOCTH XapakKTepa u
pacckasbl O OJIM3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSATCS K MyOJMKaluu JWYHOW HHpOpManuu B
WNutepuere, He mOHUMas BO3MOXKHBIX MOCIENCTBUM. ThI 1ake HE CMOXKEIIIb JI0Ta/IaTbCsl O TOM, YTO
dotorpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla IPUYUHON 0TKa3a MIPUHATH TeOst Ha padoTy.

KommenTapuu, pazmenienue TBoux (Gortorpaduii u Apyrue AeUCTBUS MOTYT HE HCUE3HYTh JTaXKe
1ocje TOro, Kak Thl UX yAaJIMIIb. Thl HE 3HAEIIb, KTO COXPAaHWJI 3Ty MH(OpMaIHIo, Ionaja I OHa B
IIOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIM OHA, a TJIaBHOE: YTO IOAYMAIOT 0 Te0e OKpYKaroIIUe JII0IH,
KOTOpbIE HaWIyT W yBUAAT 3T0. Haiftu nH(popMaluio MHOro JeT CIyCTsS CMOXET JII0OOH - Kak u3
TOOPBIX MOOYKICHH, TAK U C HAMEPEHUEM NIPHUYUHHUTD BPEl. DTO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 11O 3aIIUTC I_II/I(i)pOBOI‘/'I penyranuu:

1. IToxymaii, mpekze 4em 4yTo-To MyOJMKOBaTh U IlepelaBaTh y ce0s B 06JI0re WK B COLUAIbHON
CceTu;

2. B mactpoiikax mpouisi yCTaHOBM OTPaHHMYEHHS HAa MPOCMOTP TBOETO HPOGHIS U €ro
COJIEP)KMMOTO, CJIeJIail €ro TOJNBKO "I Apy3ei'";

3. He pa3memaii U He ykasbiBail WH(MOpPMAIUIO, KOTOpPasi MOXKET KOTO-THOO OCKOPOISATh WU
00MXKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIE IIKOJIBHUKUA - AaKTUBHBIE MOJb30BAaTENM LU(POBOro mpocrpaHcTBa. OgHAKO
JlaJIeKO0 HEe BCE 3HAIOT, YTO IMOJb30BAaHHE MHOTMMH BO3MOXKHOCTSIMM LH(pPOBOro Mupa Tpedyer
COOJIIOJICHHS ITPAB HA MHTEJJIEKTYaJIbHYIO COOCTBEHHOCTb.

TepMuH "WHTENUIEKTyalbHass COOCTBEHHOCTh" OTHOCHUTCS K Ppa3JIM4YHBIM  TBOPEHUSIM
YeJIOBEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTh HA
MPOJAYKTHl U YCIIYTU, M 3aKaH4YMBas KHUTaMu, ¢otorpadusiMu, KHHOQUIbMaMU U MY3bIKaJIbHBIMU
IIPOU3BENCHUSMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPAaTypbl M HCKyCCTBAa. ABTOPCKHME IpaBa BBICTYNAIOT B KauyeCTBE TapaHTUHU TOrO, 4YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TpyJ aBTOpa HE OyAeT HalpacHbIM, JacT €My CIpaBeJIUBbIE
BO3MOKHOCTH 3apa00oTaTh Ha pe3yabTaTax CBOEro TPy/Aa, MOJYyYUTh U3BECTHOCTD U Npu3HaHue. Hukto
0e3 pa3penieHus: aBTopa He MOKET BOCIIPOU3BOJUTH €r0 MPOU3BEIEHUE, PACIIPOCTPAHATD, MyOINYHO
JI€MOHCTPHPOBATh, IpPOAABATh, WMIOPTUPOBATH, MYCKaTh B TPOKAaT, ITyOJUYHO HCIIOJIHATS,
MOKa3bIBaTh/UCHIONIHATH B 3(pupe miu pazmemiars B HTepHeTe.



Hcnonb3oBanue '"mUpaTCKOro" MpPOrpaMMHOrO OO0ECHEeueHUs] MOXKET MPHUBECTH K MHOTHM
pHCKaM: OT IOTEPU JaHHBIX K TBOUM aKKayHTaM 10 OJIOKHPOBKU TBOETO YCTPOUCTBA, IJIE€ yCTAaHOBJIEHA
HelerajgbHas nporpamMma. He cTouT Taxoke 3a0bIBaTh, YTO CYLIECTBYIOT JeTaJlbHbIe M OeCIUIaTHBIE
IIPOrpaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O noptane
CeTeBI/I‘IOK.p(l) - TBOH TJIaBHBIA COBETYHK B CETH. 3,Z[€CB Thbl MOXKCIIb Y3HATh O 0€e30I1aCHOCTH B

CCTU MOHATHBIM U ONOCTYIIHBIM A3BIKOM, a4 IPHW BO3HUKHOBCHUU KpHTPI‘-ICCKOfI CUTyalluu 06paTI/ITBCSI
3a COBETOM. A TaKke IMPUHATD Y4aCTHUC B KOHKYPCax U CTaThb CaAMbIM I_II/I(prBI)IM rpa)KI[aHI/IHOM!



